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wireshark BE3REX HTTP, tBg83REX HTTPS, {BE2ABefR®E HTTPS, AFLA wireshark BHAE HTTPS FHZE,

EBEHME HTTP,HTTPS A2 H Fiddler, EiftiiinxEbin TCP,UDP §iH wireshark.

wireshark FFSHNE

FHasE

Fle Edit Vew Go Capture Analyze Statistics Telephony Tools Internals  Help
BEsee DEREE AT L aeaaBn WEmi 8

Filter: B Expression. Clear Apply Save

The World's Most Popular Network Protocol Analyzer

unk-1.8)

= Interface List = Open @ Website
Liwe list of the caphure interfaces Open a previously captured file Wigit the project's website
(counts incoming packets)
Open Recent: @ User's Guide
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wireshark Z2fEAHN=E LAE—RM-RRIMER, SRS EESRN-RRAHR, (RFEEEE— MK,

/i Caputre->Interfaces.. HIU FEXHEIE, ERIEBION-K, ARG "Start %8, FHRINE

"\ Wireshark: Capture Interfaces WAL W (| o= S|
Description IP Packets Packetsfs h

] % YWilweare Yirtual Ethernet Adapter  fel0:e7:bad7: 72332166 ] ] Dietails

IMlicrarn fel0::c9c2:edhs: 1835:520a ] ] Details

i YWilweare Yirtual Ethernet Adapter fe80::bdda:gars:2d3c:594fF 12 ] Dietails
| Microsoft feB0:;:6994:ac1c; 1d3d:8a5c. 22 ] Details | [}
1 Microsoft fel0::3de3: ff75: fd3:bd12 ] ] Dietails 1

| |
Help Stop Cptions | [ Close

Wireshark BONA

W Capturing from Microso : ] {
:EhEdtmgogaotuemsumTwmdslnwm \
SN EEXZE Ae¢s*0T 2 [EE Qaan 0B % &
BT 1T JE 35 || Fiters ipsrc == 192168102 or ip.dst== 192.168.1.102 B Expression.. Clear Apply Save
No. Time Source Destinstion Protocol Length Info -
i S NN SN S N0 W 0 bS8 o AN L TS AR S i 8
953 97.2501200192.168.1.102 106.187.5%4.210 TCP 54 1mganes > http [ACK] Seq=1277 A(k-5954 win=4
954 97.2503690106.187. 54.210 192.168.1.102 HTTP 247 WTTR/1.1 200 ok (application/json)
955 97.4460230192.168.1.102 106.187.54.210 TCP 54 imgames > http [ACK] Seq=1277 Ack=6147 win=d4.
956 108, 860594 192.168.1.102 199.47.217.148 TCP 66 abbaccuray > http [SYN] Seqe0 Wine8192 Len«0
957 109.011307 199.47.217.148 192.168.1.102 TCP 66 http > abbaccuray [SYN, ACK] Seq=0 Ack=l win
:H‘ M 5’] & 958 109.011448192.168.1.102 199.47,217.148 TCP 54 abbaccuray > http [ACK] Seqel Ackel Wine1728
<] " -
v v

959 109.013060192.168.1.102 199.47.217.148 HTTP 250 GET /subscribe?host_int=2748026694ns_map=126.

100, 028324 109.47.217.148 185,110 5 i N=1665536 L&

964 109.030555 192 168 1 102 199.47.217.148 Seq=0 Winw8192 Len=0 MS:
m »

3 £y 3% 4 & Frame 963: 54 bytes on wire (432 bits), 54 bytres caprured (432 bits) on interface 0
”h'_ﬂ-F 4 # Ethernet II, Src: Tp-LinkT_74:bf:3a (b0:48:7a:74:bf:3a), Dst: Prodrive_26:12:bf (00:0f:11:26:12:bf)
¢ Internet Protocol version 4, Src: 199.47,217.148 (199.47.217. 148). Dst: 192.168.1.102 (192.168.1.102)

1% 8. - Transmission Control Protocol, Sre Port: http (80), DSt Port: . ay (1546), seq: 1, ten: 0
0000 00 Of 11 26 12 bf b0 48 7a 74 bf 3a 08 00 45 00 ...&...H 2T.:..E.

165 4] 2 8 ||0010 00 28 62 6b 00 00 55 06 a0 92 c7 2f d9 94 c0 a8 .gbk..u. Syaeves
= = 110020 01 66 00 S0 06 Oa 47 a2 b7 02 00 00 00 00 50 04 .f.P..G. ......P.
0030 0c bS 3b 5a 00 00 T I

P o A © Microsoft: \Dewice\NPF_{A9550F22-1504-...  Packets: 4598 Displayed: 4163 Marked: 0 Profie; Default

WORD Jii A



WireShark £E#37X4"RE

1. Display Filter(@7idigs8), RBTEE

2. Packet List Pane(#8%15%), EERIINEE, AREIAIEREL, wOS, BAERRE, %
3. Packet Details Pane(fEIFHER), BriEHRIFR

4. Dissector Pane(16 #HI%E)

5. Miscellanous(itititt=, Z4Im)
Filter: ip.sre ==192.168.1.102 or ip.dst==192.168.1.102 B Expression.. Clear Zpply Save

ERTIEEIFEERN, IFEERA wireshark Y, HEERRENTRER, E/LTEE/LAFKCRTY, UETRE

HEIECHFERTERD. HESLER.
SRR 2B MER B AR RUESEI R IFEER.
Wi a g,
—MRERTIEE, MEERE LI, BRERBARNCRTHEIFFEEINER
—MEBIRITIEER, ARTIERRAEE, LRMRASRICR. £ Capture -> Capture Filters FRigE&
REFITNE

fE Filter £= I, 1EfT Filter (URIATVS, /& Save %8, EME. ELUNFilter 102",

VVUNU UK A



!Wiresha rk: Savé'_Fﬁféf

Save Filter as...

Iip.src ==192.168.1.102 or ip.dst==192.168.1.102  Filter 102|

Help o] Cancel

Filter 1= L2 74 "Filter 102" AY#REH.

Filter: | ip.sre ==192.168.1.102 or ip.dst==192.168.1.102 ¥ | Expression..  Clear Apply Save  Filter 102
iEaRIA AN
RIATRN

1. SO e

Eean TCP, R&7R TCP Y.

2. 1P 138

Eban ip.src ==192.168.1.102 E7RiEHEHES 192.168.1.102,

ip.dst==192.168.1.102, Bfnit#tA 192.168.1.102

3. iROEE

tcp.port ==80, w79 80 /Y

tcp.srcport == 80, RE7R TCP MY AYEIRO A 80 K.

WORD ffii A<



4. Http t&2x(1i8

http.request. method=="GET", RE/R HTTP GET 5%,

5. ZEIzERF /8 AND/ OR

ERNEERIAL

HiERIAR Fi&

http HEE HTTP thMYATCR &

ip.src ==192.168.1.102 or ip.dst==192.168.1.102  jEithiita}# BFRittE 192.168.1.102 %)
&
(Pa
cke

t List Pane)

HE/RNERTER, HS, a8, Rtur, Bstit, i, KB, URFEEE. (RIUERRENMYAT

FEABET.

{REETLMESIX L B REREAIFIN,  View ->Coloring Rules.

WORD Jii A



Ma. Time Destination Protoco| Length Info
: : TCP
[TCP
[TCP
[TCP
[TCP

LA5576320114 . BO. 142 o0 J168.1.102 HTTF'/'ZL.O 304 NOT MDCI‘I‘F‘IEDI
271 16. 5680360 192.168.1.102 180.168.255.118 DHS 76 standard guery O0x30ee A www.blogjava. net
272 16. 5685810 192.168.1.102 180.168.255.118 DHS 75 standard guery Oxddbe A www. cpphlog. com
273 16.5695380192.168.1.102 180.168.255.118 DHS 75 standard guery Oxbata & www. hujiang. com

421 Win= 16860 L

. 7300800192,

A B1.155.169.1

. 0615280 180, . 255,118 standard guery response Oxddhbe
278 17.0637590102,168.1.102 180.168.255.118 DHS Standard guery 0x7272 A www.hjenglish.com
279 1706601740 180,168, 255,118 152.168.1.102 DHS 168% standard guery response Oxbala CHAME www, huji
280 17.0683610152.168.1.102 180.168.255.118 DHS 74 standard guery 0xa%%4 A www.chinaz.com
281 170690520 180,168, 255,118 1%2.168.1.102 DMS %2 standard guery response 0x30ee A 61.155.16%9.1
282 17.0753540152.168,1.102 180.168.255.118 DMS 71 standard guery 0x0alé A blog.39.net
283 17.1430580180.168,255.118 152.168.1.102 DHS 175 Standard guery response O0x7272  CHAME www. hjer
284 17.1455140152.165.1.102 180.168.255.1158 CHS 75 standard guery 0x54%3 A down. adminG. com |

HEFMEE (Packet Details Pane)

XNEREHNREER, AREEMNFRNE— TR,

%’f—f{m:u\ %U?ﬂ

Frame: Y7IREA9EEEMELR

Ethernet Il: #EEEEELUKMIELERER

Internet Protocol Version 4: BEEAME IP ZR(EE

Transmission Control Protocol: (&2 T FUEIEERLEESE., bR TCP

Hypertext Transfer Protocol: RAERNEE., IHAEE HTTP #MY

WORD fit A



TCP RIS

Fle Edit WYiew Go Capture Analyze  Statistics

Internals  Help

Telephony  Toals

Beees CEXEL AesaTF L EE aQ »

Filter: | http |Z| Expression... »
Mo. Tirne Source Destination Frotocol Length Info =
6 0.7195580015%2,.168.1.102 235,255,255, 250 SSDP 175 M-SEi[g|

1 16 3.720250001582,.1658.1.102 230,255,255, 250 SS0OP 175 M-SEs

M 29 6,053859500152,1858.1.102 195,47, 217.148 HTTF 250 GET

I 36 6, 08553700192, 168.1.102 195,47, 217.148 HTTP 250 GET .,

40 §, 72037400152, 1658.1.102 230,255,255, 250 S5DP 175 M-SEs

I 65 10.6814540152,1658.1.102 51.155.189.115 HTTF 1158 SET .,

57 11.345702081.155.169.114 1562.168.1.102 HTTP G558 HTTR,

131 11.6735230102.168.1.102 114, 80.142. 50 HTTP 1029 cET |,

I 152 11.6839850192.168.1.102 114.80.142. 90 HTTP 1044 GET |,
133 11.65347080102,168.1.102 114, 80.142. 50 HTTP 1043 GET , _

€| — rhr_,n_‘;-l'\[-‘n_‘ S ——— | oo T T T e F——P
L Frame 29: 250 bytes on wire (2000 bits), 250 bytes captured (2000 bits) or
LLF Etharnet II, Src: Prodrive_26:12:bf (00:0F:11:26:12:bf), Dst: Tp-LinkT_74:
Internet Protocol version 4, src: 192.168.1.102 (192.168.1.1027, Dst: 199,
; Transmission Control Protocol, Sre Port: ssslog-mgr (12040, Dst Port: httg

Hypertext Transfer Protocal

MNTERLAEZ wireshark #3KZI89 TCP 8IS NFER,

| @ Internet protocol version 4, Src: 192.168.1.102 (192.168.1.102), Dst: 220.181.156.24 (220.181

Ele Edt View Go ce Analyze  Statistics  Telephony  Tooks [nternas  Help
BN EEXRE AP OT 2 QeaD #BM % -

Filter:
No.

E] Expression.. Clear Aoply Save »

Protocol Length Info A
HTTP 331 GET (v3/safeup_apq.cab°a =

http

Time Source
103 2.86721500192.168.1.102

Destination
220.181.156.24

1 »

@ Frame 103: 331 bytes on wire (2648 bits), 331 bytes captured (2648 bits) on interface 0
@ Ethernet II, Src: Prodrive_26:12:bf (00:0f:11:26:12:bf), Dst: Tp-LinkT_74:bf:3a (b0:48:7a:74:

= Transmission Control Protocol, Src Port: commlinx-avl (1190), pst Port: http (80), Seq: 1, Ac

source port: commlinx-avl (1190)
pestination port: http (80)

[stream index: 2]

sequence number: 1 (relative sequence number)
[Next sequence number: 278 (relative sequence number)]

acknowledgnent number: 1 (relative ack number)

Header length: 20 bytes

Flags: 0x018 (PSH, ACK)

0 15 16 31
>
Hans HEHRY &
] <
= — WY <
nockR| oE | Rl ¢ FEam _— "
BRR < | EAE '
B = FEoxF
i
EBRX, EHARLIS wireshak BTHIETHE,

WORD Jii A

window size value: 4320
[Calculated window size: 17280]
[window size scaling factor: 4]
temwit) Checksum: 0x5dd8 [validation disabled]
= [SEQ/ACK analysis]
[Bytes in flight: 277]
+ Hypertext Transfer protocol

&)

IERAIE— TCP = RBFRISLA



ZRBEFIES

T

TCP — Xz~

EF e
& it syn e s
WX HERIEF SYN=1 Seq=X
2HX ]
B ki
syntack¥ L HE
SYN=1 ACK=X+1Sea=Y B2 NY R
AT A X+1
= i iz ackif T, ) _
HEREFEHZ, ACK=Y+1 Seg =2
BN S Y+

XEFEEIRZE Y, XRFAIA wireshark SLFRDHT F=RIBFANIFE.

FTFF wireshark, ¥JFFEXSSEEEN .cr173.

£ wireshark HREgI\ http 338, SAREEH GET /tankxiao HTTP/1.1 RUBEBSRICS, GRS AL "Follow TCP Stream”,

XA BRIEN TEEISN S T ERAIEIER, BERMTE

WORD Jii A



E@g 'fror'—n_ Mlc-rosoft: hDewce\NPF_{A9559F22-1504-4F4[_)M261581A FSC} Wi rk 1.8.2 iS\!‘N Rewv MWOm ftrm

File Edit Yiew Go Capture Analyze Statistics Telephony Tools  Internals  Help

N EX2e Aae»9T L /[EBE Qaafl @#®® % 8
Filter:  tcp.stream eq 3 IZI Expression.. Clear Apply Save  Filter 102
Mo. Time Source Destination Protocol length Info
58 20.6015100192.168.1. 8 61.155.169)116 TCP 66 foliocorp > http [SYN] Seq=0 win=819%2Z Len=0 M:
59 20.619736061.155.165.116 19%2.168.1. TCP 66 http = foliocorp [SYN, Aack] seq=0 Ack=1l win=8:
60 20.61952001592.168.1. 8 116 TCP 54 foliocorp > http [AcKk] sSeg=l ack=1l win=16%44 |
6l 20.62447801592.168.1.8 61.155. 49,116  HTTP 848 GET sTankxiao HTTP/L1.1
I 62 20.A72987061.155.149.116 . .1.8 TiCP 1466 |TCP segment of a reassembled POU]
63 20.A737605061.155.169.116 194168.1.8 TCP 1466 [TCP segment of a reassembled POU]
I 64 20.67384601592.168.1.8 L155.1689.1076 TCP 54 foldiocorp > http [ACK] Seq=895 aAack=2825 win=1t
1 m

Frame &1, . Fim ire (7584 bits), 948 bytes captured (7584 bits) on dnterface 0

Ethernet :U"ﬁgzr—& we_26:12:bfF (o0:0f:11:26:12:bf), Dst: HuaweiDe_65:bc:cE (54:a5:1k:65:hc:ca)
INTErneT rueowws we ool 4, SPc: 192.168.1.8 (192.168.1.87), Dst: 61.155.169.116 (61.155.169.1140
Transmission Contral Protocol, src Port: foliocorp (22420, Dst Port: http (800, seqg: 1, ack: 1, Len: 8%
Hypertext Transfer Protocol

-
HERBBEHEBE

ElFrRILIEE] wireshark E5X2) T —RIBFRI=1E0EE. FOMEFR HTTPRY, Xikhs HTTP AURZER TCP &

SERRRY.

B—REFHIES

BFmAE— TCP, &AL SYN, FHISH0, RERBFFWEKELEE, NTE

WORD Jii A



™

ﬁ Capturing frem Microsoft: \Device\NPF_{AS559F22-1504-4FAD-8067-DCH1681ASFIC, [Wireshark 1.8.2 (SWN F‘....'._':'_El -

File Edit Wiew Go Capture Analyze Statistics Telephony Tools  Intemals  Help

= e @ EX2e aesaTL2[EE Qaaan @@ %%
Filter: | tcp.stream eq 3 EI Expression.. Clear Apply Save »

Mo.  Time Source Destination Protocol Length Info »
58 20.60151001592.168.1.8 61.155.165.116 TCP 66 foliocorp > http [SYN] Seqg=0 win=81!
59 20.6159756061.155.169.116 1592.168.1.8 TCP 66 http > foliocorp [SYN, ACK] Seg=0 A
60 20.619%200152.168.1.8 61.155.165.11a TCP 54 foliocorp > http [ACK] Seg=1l ack=l1 4
6l 20.62447B0152.168.1.8 61.155.168.116 HTTP S48 GET tankxiao HTTR/1.1 -

F 1 L4

# Frame 58: 88 bytes on wire (528 bits), 88 bytes captured (328 bits) on interface 0

+# Ethernet II, src: Prodrive_26:12:bf (00:0Ff:11:26:12:0f), Dst: HuaweiDe_65:hbc:cE (54:a5:1h:65:hc

+ Internet Protocol version 4, src: 182.168.1.8 (192.168.1.8), Dst: 61.155.16%9.116 (61.155.169.11:

- Transmission cControl Protocol, src Port: foliocorp (22420, Dst Port: http (80), seq: 0, Len: 0
Source port: foliocorp (22420

Destination port: http €£BO) TCPE—IEF

[stream index: 5
Sequence number : (relative sequence number)

Header length: 3 es
+ Flags: 0x002 |(SyN) !
window size AR

[CaTcuTlated window size: 8192]
+ Checksum: Oxdbae [validation disabled]
# options: (12 bytes), Maximum segment size, Mo-Operation (WOP), window scale, No-operation (MO

ZIREFRIEIES

RIS ARERIAR, ISR SYNACK. FHiARS (Acknowledgement Number)iR BRI 1S N0 1 LARD

0+1:1, ill]'F

WORD Jii A



r — |
ﬁ Capturing from Microsoft: \Device\NPF_{AS5359F22-1504-4FAD-8067-DC61681AGFOCE [Wireshark 1.8.2 (SVN R... Li:"&-s-:_hj
File Edit WYew Go Capture Analyze Stafistics Telephony Tools  Internals  Help

= o & | = 2elaespTL/AE QaanN 9B x| 8
Filter: | tep.stream eq 5 B Expression... Clear Lpply Save »
MNo. Time Source Destination Protocol Length Info ol
58 20.60151001592.168.1. 8 61.155.169.116 TCP 66 foliocorp > http [5¥nN] Seq=0 win=g1:—"

G 20.5 1 A1.155.16%.116 192.168.1.8 C 66 http > foliocorp [S¥h, ACK] Seq=0 A

60 20,8195200152.168.1. 8 £1.155.169,11a TCR 54 foliocorp = http [Aack] Seg=l Ack=1
6l 20.6244780192.168.1. 8 61.155.169.116 HTTP 948 GET tankxiao HTTP/1.1 -

&

i | 3

Frame 59: 66 hytes on wire (528 bits), 66 bytes captured (528 bits) on interface O

Ethernet II, Src: HuaweliDe_GS5:hc:céd (54:a5:1b:65:bc:cd), pst: Prodeive_26:12:bf (oo:0f:11:26:12
Internet Protocol version 4, Src: 61.155.169.116 (61.155.169.1167, Dst: 192.168.1.8 (192.1658.1.!
Transmission Control Protocol, sSrc Port: http (800, Dst Port: foliocorp (22420, Seq: 0, ack: 1,

Source port: http (80) —

Destination port: foliocorp (22420 TCP%—U‘EQE'

[stream index: §

Seqguence number:b (relative sequence number)

Acknow]edgment number‘: frelative ack number)

Header Tength; byt e
Flags: ox012
window =ize
[CcalcuTlated wmduw size: 8192]
checksum: 0x8ebd [walidation disabhled]
options: (12 bytes), Maximum segment size, Mo-Operation (MOP), window scale, No-Operation (MO
[SEQ/ACK analysis]

ODEEH

HE®

B=IREFRHIES

BEFIRBFRAKIEAR(ACK) SYN tREALA 0, ACK REALA 1.7 BBIRS 2 AR ACK KRS+ 1. EHEF R

KRIXEERSTS F EEEUERRNS ISN fy+1, Q0TE:

WORD Jii A



ﬁ Capturing from Microsoft: \Device\WPF_{A9559F22-1504-4F4AD-8067-DC61681AGFIC) [Wireshark 1.8.2 (SVN R... Lﬂ&g

Fle Edit “iew Go Capture Analyze Statistics Telephony Tools [nternals  Help

= @ @ | = 28 e T2 I[EBE QAR FHB % B
Filter: | tcp.strearn eq 3 EI Expression.. Clear Apply Save »
Mo.  Time Source Destination Protocol Length Info s
58 20.601510015%2.168.1.8 61.155.16%9.11a TCP 66 Toliocorp = http [SYN] Seq=0 win=s81!—
58 20.681597360 61.155.169.1146 152.168.1.8 TCP 66 http = foliocorp [SYNW, ACK] Seqg=0 Ac
60 20.61599200152.168.1.8 61.155.169.116 54 foliocorp » http [ACK] Seg=1l Ack=1 !
0l 20.6244780152.168,1.8 £l.155.16%9.116 HTTR 948 GET stankxiao HTTR/L.1 -
1| 1 | r

F Frame 60: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface 0
# Ethernet II, src: Prodeive 26:12:bf (00:0f:11:26:12:bF), Dst: HuaweliDe 65:bhcice (S54:a5:1b:65:hc
# Internet Protocol wversion 4, src: 192.168.1.8 (192.168.1.8), Dst: 61.155.16%9.116 ¢£&61.155.16%9.11
E Transmission Control Protocol, Src Port: foliocorp (22420, Dst Port: http (800, Seq: 1, Ack: 1,

Source port: foliocorp (2242) .

Destination port: http (0] TCP %:Eﬁgz

[stream index: 5

Seguence number: Crelative seguence number)

Acknowledgment number‘: {relative ack number)

Header length: 20 bytes

Flags: Ox010 CACK)I
window size value: 4236

[CalcuTlated window s=ize: 16944]
[window size scaling factor: 4]
Checksum: Oxdedd [validation disabled]

[SEQ aCk analysis]

FXIEBIE T TCP =RIEF, 7 7k

WORD Jii A




